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Message from the Head of Department 

The Department of Computer Science and Engineering was established in the year 2009, and presently it offers 

Under Graduate programme in Computer Science and Engineering with a student intake of 90 and Post Graduate 

programme in Computer Science and Engineering with a student intake of 9. The Department has well qualified 

faculty and supporting staff in areas such as Networking, Artificial Intelligence, Programming languages and 

Machine Learning. 

The department's primary objective is to deliver world-class quality education in the field of Computer Science. 

Equipped with computers featuring fully networked terminals with the latest hardware and software configurations, 

the department provides a conducive learning environment. Additionally, the department offers Internet connectivity 

with a bandwidth of 300 Mbps on a 1:1 ratio, ensuring seamless access to online resources. These facilities empower 

students to explore and innovate in the ever-evolving field of Computer  
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Vision and Mission of the Department 

Vision of the Department 

To develop competent Computer Science Engineers, capable of meeting the challenges 

in the globalized technological society. 

Mission of the Department 

DM 1: To provide good quality academic and infrastructure environment that would help the 

students acquire deep knowledge and skills in Computer Science and Engineering. 

DM 2: To prepare students for careers in IT Industry, encourage Entrepreneurship and mould 

them to take leadership for the betterment of the society. 

DM 3: To produce competent graduates with human values, for carrying out research in cutting 

edge technologies in Computer Science and Engineering. 

Program Educational Objectives (PEOs) 

PEO 1: Prospective Career: To exhibit knowledge and skills in the various domain areas of 

Computer Science and Engineering with an awareness in different disciplines for a prospective 

career and to undertake novel research as per the needs of the society, government and industries. 

PEO 2: Higher Education: To be strong in fundamentals of Computer Science and Engineering 

for successfully pursuing higher education and research in reputed institutions. 

PEO 3: Product Development: To apply their knowledge and innovative ideas to design and 

develop products in interdisciplinary areas for real time problems and to emerge as entrepreneurs. 

Program Specific Outcomes (PSOs) 

PSO 1 : Professional skills: Able to analyze and develop solutions to complex engineering 

problems in IT such as Operating Systems, Networks, Data Structure, Database Management 

Systems, Cloud Computing and Mobile computing, to meet the society and industrial needs. 

PSO 2 : Competency: Able to solve the industry problems with knowledge in recent technology 

and tools such as Machine Learning, Internet of Things, Oracle, Java Programming etc with good 

team skills and ethical values. 
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Program Outcomes (POs) 

PO 1: Engineering knowledge: Apply the knowledge of mathematics, science, engineering 

fundamentals, and an engineering specialization to the solution of complex engineering 

problems. 

PO 2: Problem analysis: Identify, formulate, review research literature, and analyze complex 

engineering problems reaching substantiated conclusions using first principles of mathematics, 

natural sciences, and engineering sciences. 

PO 3: Design/development of solutions: Design solutions for complex engineering problems 

and design system components or processes that meet the specified needs with appropriate 

consideration for the public health and safety, and the cultural, societal, and environmental 

considerations 

PO 4: Conduct investigations of complex problems: Use research-based knowledge and 

research methods including design of experiments, analysis and interpretation of data, and 

synthesis of the information to provide valid conclusions. 

PO 5: Modern tool usage: Create, select, and apply appropriate techniques, resources, and 

modern engineering and IT tools including prediction and modeling to complex engineering 

activities with an understanding of the limitations. 

PO 6: The Engineer and Society: Apply reasoning informed by the contextual knowledge to 

assess societal, health, safety, legal and cultural issues and the consequent responsibilities 

relevant to the professional engineering practice. 

PO 7: Environment and Sustainability: Understand the impact of the professional engineering 

solutions in societal and environmental contexts, and demonstrate the knowledge of, and need 

for sustainable development. 

PO 8: Ethics: Apply ethical principles and commit to professional ethics and responsibilities 

and norms of the engineering practice. 

PO 9: Individual and Team work: Function effectively as an individual, and as a member or 

leader in diverse teams, and in multidisciplinary settings. 

PO 10: Communication: Communicate effectively on complex engineering activities with the 

engineering community and with society at large, such as, being able to comprehend and write 

effective reports and design documentation, make effective presentations, and give and receive 

clear instructions. 
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PO 11: Project management and Finance: Demonstrate knowledge and understanding of the 

engineering and management principles and apply these to one’s own work, as a member and 

leader in a team, to manage projects and in multidisciplinary environments. 

PO 12: Life-long learning: Recognize the need for, and have the preparation and ability to 

engage in independent and life-long learning in the broadest context of technological change. 

 

Message from Editorial Team 

We are thrilled to present to you this exciting new edition of our magazine, packed with 

cutting-edge research and insightful articles that delve deep into the emerging intersections of 

Computer Science, Engineering, and Artificial Intelligence. 

In this issue, we explore a wide array of ground breaking topics that promise to shape the 

future of technology. From the revolutionary potential of Quantum Machine Learning to the 

fascinating possibilities of Neuromorphic Computing in emulating the human brain, we cover 

the forefront of scientific exploration. Our focus extends to AI-Driven Drug Discovery and 

Personalized Medicine, and how digital innovation is transforming industries with the advent of 

Digital Twins in Industry 4.0. We also delve into the transformative power of Virtual Reality for 

educational experiences, and explore how Swarm Robotics is enhancing precision agriculture 

and environmental monitoring.  

Articles like Autonomous AI-Driven Disaster Response Systems highlight the incredible 

role AI can play in improving emergency preparedness, while Blockchain-Enabled Supply 

Chains tackle the urgent need for transparency and sustainability in industries. With the rise of 

Explainable AI and its vital role in autonomous systems, we are reminded of the importance of 

trust and transparency in technological innovation. Further, our article on AI-Driven Emotion 

Detection in Video Calls discusses how AI is revolutionizing customer support and enhancing 

user interactions in real-time. 

Through this issue, we aim to keep you informed and inspired as you navigate the rapidly 

changing landscape of Computer Science and Engineering. Each article is carefully curated to 

give you a comprehensive view of the transformative technologies shaping our world. 

We hope you enjoy reading this edition and continue to engage with us in the ever-

evolving dialogue of technology and innovation. 

Thank you for your continued support and enthusiasm. We hope you enjoy this issue as 

much as we have enjoyed putting it together. 
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AI TOOLS AND HARDWARE REQUIREMENTS: HOW DEEPSEEK MAKES 

POWERFUL AI ACCESSIBLE 

Do you need a powerful processor and a 

high-speed GPU for AI tools? 

How Deepseek compares to other AI tools in 

terms of performance and quality? 

AI Tools for Artificial Intelligence (AI) 

Change our work and interact with 

technology. These tools make our lives 

easier, from answering questions to creating 

content. However, many people think that 

using AI tools means that you need a very 

powerful computer with a high-speed 

processor and an extended GPU (graphics 

processing unit). 

In this article, we will answer this question 

by watching a tool called DeepSeek and 

comparing it to other AI tools to see how it 

can be done and how it actually needs 

computer performance. 

 

Do you need high-end hardware? 

It is true that many AI tools use complex 

models that require a lot of processing 

performance, especially for advanced tasks 

such as deep learning and processing large 

amounts of data. These tasks often require a 

quick GPU and can be expensive. For the  

Most common uses such as Text, questions or 

simple research, AI tools do not necessarily 

require modern high-tech computers . 

DeepSeek is designed to work well on regular 

computers, making it accessible to everyone, 

not just those with powerful machines. 

 

What distinguishes Deepseek? 

 

DeepSeek is an AI tool optimized to provide 

fast and accurate answers without the need 

for the latest processors or expensive GPUs. 

Other AI tools often require powerful 

hardware to achieve superior performance, 

but DeepSeek is created to run efficiently on 

standard computers. 

For example, when comparing DeepSeek to 

AI tools like GPT-4 or Google's Bard, it may 

require more processing performance to 

provide the same high quality answer. 

Deepseek, on the other hand, uses clever 

designs to provide excellent answers, while 

simultaneously using system resources. This 

makes DeepSeek more user-friendly for 

those who don't have high-end devices. 

 

Content Quality: DeepSeek for other AI 

tools When it comes to the actual quality of 

Provides quick and accurate answers and 

runs efficiently on almost any device. 

Whether you're only students, professionals 
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the answers and content that create these AI 

tools, DeepSeek is a strong competitor. 

Deepseek is known to provide clear and 

useful answers that respond directly to the 

needs of users. Other AI tools such as GPT-

4 and Google's Bard may provide more 

detailed or more complex answers, but 

typically require more power from the 

computer. 

For most users, especially students and 

professionals looking for quick answers, 

Deepseek's content is good enough. Plus, 

you don't have to worry about slowing down 

your computer while using it! Accessibility 

and cost One of the biggest advantages of 

Deepseek is that you don't have to spend 

extra money to update your computer. Many 

people have been postponed because of the 

idea that high- end machines are needed to 

run advanced AI tools. 

Deepseek breaks through this barrier by 

enjoying the same AI performance with a 

basic setup at no additional cost. Other AI 

tools may require you to buy a better GPU 

or a better processor to achieve the best 

performance. This allows you to limit who 

can use it. However, DeepSeek brings AI to 

everyone, regardless of the hardware you 

own. 

Final Thoughts: Can your computer 

handle AI? 

Ultimately, it is clear that a powerful 

processor or a high-speed GPU is not 

necessarily needed to use AI tools. While 

some AI tools require powerful hardware, 

DeepSeek shows that good AI can run 

smoothly on a regular computer. So, if you're 

looking for an AI tool that provides excellent 

content without the need for an expensive 

computer, DeepSeek is an intelligent choice.  

or interested in AI, you can enjoy the benefits 

of AI without breaking the bank with your 

hardware. 

 
 

 

 

By, 

Mr. A. Ragavan, III B.E. CSE 
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QUANTUM CRYPTO COMPUTING: THE NEXT FRONTIER IN SECURE AND 

ULTRA-FAST COMPUTATION 

 

Introduction 

Quantum Crypto computing is a field 

born from the realization that the very 

technology promising to revolutionize 

computation also poses a significant 

threat to our current cybersecurity 

infrastructure. Essentially, it's the study 

and development of cryptographic 

systems that can withstand the power of 

quantum computers 

 

 

Key concept 

Quantum Superposition 

 In classical bits (0 or 1), qubits can exist 

in both states simultaneously. This 

allows quantum computers to process 

multiple possibilities at once, greatly 

enhancing computational speed. Impact 

Enables faster cryptographic 

computations and AI processing 

Quantum Entanglement 

 When two qubits become entangled, 

the state of one instantly affects the 

other, no matter how far apart they This 

property is used in secure quantum 

communication and quantum networks 

.Impact Key for quantum teleportation 

and secure information transfer. 

Quantum Key Distribution (QKD) 

  Uses quantum mechanics to generate 

unbreakable encryption keys. If an 

attacker tries to eavesdrop, quantum 

properties ensure instant detection. 

Example BB84 Protocol enables two  

 

Quantum computing is poised to 

transform industries and research fields by 

providing a new level of computational 

power capable of addressing some of the 

world’s most complex problems. Unlike 

parties to share a secure encryption key. 

Shor’s Algorithm 

A quantum algorithm that can factor large 

numbers exponentially faster than classical 

computers. This threatens classical 

encryption schemes like RSA and ECC, 

which rely on the difficulty of factorization. 

Impact Classical encryption methods will 

eventually become obsolete 

Post-Quantum Cryptography (PQC) 

Since quantum computers can break current 

encryption, PQC is being developed to resist 

quantum  attacks. Uses lattice-based, hash-

based, multivariate, and code-based 

cryptography to create quantum-safe 

encryption. Example NIST is leading efforts 

to standardize PQC algorithms. 

 

thoughtfully addressed to ensure that the 

benefits are broadly distributed. 

Quantum computing represents a potential 

paradigm shift in our ability to process complex 
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classical computers, which use bits as the 

basic unit of data, quantum computers use 

quantum bits, or qubits, to represent 

information. This innovation could 

theoretically allow quantum computers to 

process data exponentially faster, making 

once-impossible calculations possible. 

The Challenges and Ethical 

Considerations of Quantum Computing 

While quantum computing holds 

incredible potential, it also brings 

significant challenges and ethical 

considerations. The ability to break 

current encryption protocols, for example, 

could have major implications for privacy 

and data security. Governments and 

organizations are beginning to develop 

strategies to protect information in a post-

quantum world, investing in “quantum-

safe” cryptography. 

 

Quantum computing also requires 

substantial energy and specialized 

facilities to maintain, raising questions 

about its environmental impact and 

accessibility. These limitations mean that 

while quantum computing could address 

complex global challenges, its use may be 

limited initially to well-funded 

institutions, potentially widening 

technological divides. 

 

The ethical dimensions of quantum 

computing, from data security to resource 

allocation, will need to be  

information, offering a glimpse into a future 

where previously insurmountable problems 

might be addressed with ease. Although the 

field is still in its early stages, advancements in 

qubit stability, quantum entanglement, and error 

correction are accelerating progress. While 

practical applications are likely several years 

away, quantum computing’s transformative 

potential has already captured global attention, 

spurring investment and innovation across 

sectors. 

 

As the field evolves, careful consideration will 

be needed to address the ethical and practical 

challenges of quantum technology. With 

ongoing research and ethical frameworks, 

quantum computing could one day empower 

humanity to solve some of its most pressing and 

complex challenges, shaping a new frontier in 

computational power. 

 

 

 

 

 

By, 
       Mr. D. Panneer Selvam, II B.E. CSE 
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EDGE AND CLOUD COMPUTING: THE FUTURE OF DIGITAL 

INFRASTRUCTURE 

Introduction 
In today's rapidly evolving digital 

landscape, businesses and individuals are 

increasingly reliant on computing 

technologies that provide speed, 

efficiency, and scalability. Among the most 

transformative of these technologies are 

edge computing and cloud computing, 

which work together to drive modern 

applications and services. While cloud 

computing has been the backbone of data 

processing for over a decade, edge 

computing is emerging as a game-changer, 

optimizing performance for real-time 

applications. 

 

 

What is Edge computing ? 
Edge computing addresses some of the 

limitations of cloud computing by bringing 

data processing closer to the source of data 

generation. Instead of sending all data to a 

centralized cloud for processing, edge 

computing allows computations to occur 

on local edge devices such as IoT sensors, 

mobile devices, and on-premise servers. 
 

Key benefits of edge computing include  

Reduced Latency 

 Data processing occurs near the source, 

ensuring faster response times. 

 

Bandwidth Optimization 

 Minimizes the need to transmit large 

volumes of data to the cloud. 

 

Enhanced Security 

   Data can be processed locally, reducing 

the risk of cyber threats during 

transmission. 

  Edge computing is crucial for 

applications such as autonomous vehicles, 

industrial automation, and smart cities, 

where real-time decision-making is 

essential. 

 
 

 

 Edge vs. Cloud: Complementary 

Technologies          
While edge and cloud computing serve 

distinct purposes, they are not mutually 

exclusive. Instead, they function best when 

integrated into a hybrid model where cloud 

computing manages large-scale data 

storage and analytics, while edge 

computing handles real-time processing. 

 

The Future of Edge and Cloud 

Computing 

As 5G networks continue to expand, the 

adoption of edge computing is expected to 

accelerate, enabling ultra-low latency 

applications. Meanwhile, cloud computing 

will continue evolving with advancements 

in AI, serverless computing, and 

distributed architectures. 

Organizations are increasingly adopting 

multi-cloud and hybrid-cloud strategies, 

ensuring flexibility and redundancy in 

their IT infrastructure. The synergy 

between cloud and edge computing will 

drive the next wave of digital 

transformation, supporting innovations 

across industries. 
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Organizations are increasingly adopting 

multi-cloud and hybrid-cloud strategies, 

ensuring flexibility and redundancy in 

their IT infrastructure. The synergy 

between cloud and edge computing will 

drive the next wave of digital 

transformation, supporting innovations 

across industries. 

Edge and cloud computing are 

transforming digital infrastructure by 

creating a more distributed and efficient 

computing landscape. Edge computing, 

bringing computing power closer to 

data sources, complements cloud 

computing's centralized resources to 

enable real-time processing, reduced 

latency, and enhanced security. The 

combined approach is crucial for 

emerging technologies like AI and IoT, 

where low-latency and decentralized 

processing are essential. 

Edge Computing: 

Edge computing distributes computing 

resources and data storage closer to the 

end user, reducing latency and 

improving real-time processing 

capabilities. This allows for faster data 

analysis, quicker decision-making, and 

more responsive applications. 

Cloud Computing: 

Cloud computing provides centralized 

computing resources and storage, 

offering scalability, flexibility, and 

cost-effectiveness. 

Synergy: 

The combination of edge and cloud 

computing leverages the strengths of 

both, enabling a hybrid approach that 

optimizes performance, security, and 

scalability. 

 

 
 

The Future Outlook for Edge 

Computing 

The future of edge computing looks 

promising as it continues to gain 

traction across various industries. With 

advancements in 5G networks, edge 

computing is set to become even more 

powerful, enabling new applications 

that require ultra-low latency and high-

speed processing. Additionally, as 

businesses increasingly adopt hybrid 

cloud-edge architectures, the 

integration between edge and cloud 

computing will deepen, providing more 

seamless and efficient operations. 

 

Conclusion 

Edge and cloud computing are reshaping 

the technological landscape, offering 

unparalleled efficiency and scalability. 

Businesses leveraging these technologies 

will gain a competitive advantage in 

delivering high-performance, real-time 

applications. The future lies in a seamless 

integration of edge and cloud, creating a 

smarter, more connected world. 

By, 

       Mr. P. Saravanakumar, II B.E. CSE  
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UNVEILING THE MECHANICS OF VIRTUAL REALITY (VR) AND 

AUGMENTED REALITY (AR) 

 

As we embark on exploring the 

transformative impact of Virtual Reality 

(VR) and Augmented Reality (AR) in our 

lives, it's crucial to understand the intricate 

mechanics powering these groundbreaking 

technologies. 

 
 

 

Virtual Reality (VR): 

• Immersion through Headsets: VR 

transports users into a fully digital 

environment, achieved through 

headsets like the Oculus Rift or HTC 

Vive.   These headsets contain 

screens that cover your field of 

vision, creating a sense of presence in 

a virtual world. 

• Motion Tracking for Realism: VR 

headsets use various sensors and 

external cameras or lasers to track 

your head and hand movements. This 

allows the virtual environment to 

respond dynamically as you move.  

• Audio-Visual Synchronization: 

High-resolution displays and spatial 

audio are key. The VR system 

synchronizes what you see and hear, 

adjusting as you navigate the virtual 

space. This synchronization is crucial 

for maintaining the illusion of reality. 

• Haptic Feedback for Enhanced 

Experience: Advanced VR systems 

incorporate haptic feedback devices 

like gloves or suits, providing tactile 

sensations that mimic real-world 

interactions, like feeling the texture 

of objects or the impact of 

movements. 

 

 

Augmented Reality (AR): 

• Overlaying Digital Information: 

Unlike VR, AR overlays digital 

information onto the real world. 

Devices like Microsoft's HoloLens or 

AR apps on smartphones use cameras 

to track the user’s environment and 

display digital content on top of it. 

• Spatial Awareness and Mapping: AR 

devices employ advanced algorithms 

for spatial awareness, understanding 

and mapping the physical space 

around the user. This allows digital 

content to be placed and anchored in 

the real world accurately. 

• Interaction with the Physical World: 

AR technology recognizes physical 

objects and surfaces, enabling 

interactions between digital and 

physical elements. For instance, you 

can see a virtual sofa in your living 

room and walk around it, just as you 

would a real one. 

• Seamless Integration and 

Accessibility: AR integrates 

smoothly with everyday life, as it 

often utilizes devices like 

smartphones or lightweight glasses. 

This ease of access and integration is 

a key factor in AR's growing 

popularity. 
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Understanding the basics of VR and AR allows us to envision how augmented reality will 

change entertainment, offering new dimensions to our experiences beyond traditional media. 

 

 
Cutting-Edge Trends in VR and AR in 

Entertainment 

A prime example of how AR or VR can be 

used for entertainment is seen in the advent of 

Mixed Reality (MR). This innovative 

technology blends elements of both AR and 

VR, creating a more fluid interaction between 

the real world and digital elements. MR 

facilitates applications that stretch from 

immersive gaming experiences, showcasing 

the entertainment potential of these 

technologies, to practical training simulations 

across various industries. 

 
Influence of Virtual Reality on Diverse 

Sectors 

The virtual reality entertainment industry has 

been pivotal in transforming how we 

consume media, bringing about a paradigm 

shift in everything from video games to 

cinema, live shows, and amusement park 

experiences. The question of how virtual 

reality changes entertainment has its answer 

in the profound changes we're witnessing 

across these areas. 

Education 

In the sphere of education, VR and 

augmented reality (AR) are breaking new 

ground. They act as conduits for experiential 

learning, taking students on virtual 

excursions to distant places and times. 

Research indicates that learning in a VR 

environment can lead to a 75% increase in 

retention rates compared to traditional 

methods. For example, how can VR be used 

in entertainment has been mirrored in 

education, as VR has enabled medical 

students to enhance their skills, showing 

improvements of more than twice the 

efficiency of conventional training 

approaches. 

 

Examples in Education: 

• Mondly: This language-learning 

platform leverages AR to create 

engaging scenarios for users to 

practice languages, placing them in 

real-world conversational settings. 

• Anatomyou: An interactive VR 

journey inside the human body, 

giving medical students a unique 

perspective on human anatomy that 

can dramatically enhance their 

understanding and diagnostic skills. 
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Healthcare 

Surgeons are now able to practice complex 

procedures via VR simulations, reducing the 

risks associated with surgery. AR glasses 

have made strides in the operating room by 

overlaying vital information like the patient's 

heartbeat, oxygen levels, and other critical 

data points onto the surgeon's field of vision. 

A study shows that AR can improve the 

surgical procedure's accuracy by 90%, 

indicating a seismic shift in operative care. 

 

Examples in Healthcare: 

● Virti: Utilizes VR for medical training, 

transporting medical professionals into high-

pressure environments where they can 

practice their response to emergency 

situations without real-world consequences. 

● AccuVein: Uses AR to map veins on the 

patient's skin, making venipuncture 

procedures much smoother. 

 

Retail 

Within the retail sector, the convergence of 

AR and VR technologies is revolutionizing 

the way consumers shop, blending the tactile 

allure of in-store browsing with the 

convenience of online shopping. AR grants 

shoppers the ability to visualize products in 

their actual environment, which can bolster 

consumer confidence by up to 90%, 

significantly reducing the hesitation that often 

accompanies online purchases. Meanwhile, 

VR introduces a dimension of virtual reality 

for entertainment to the shopping journey, 

crafting an engaging virtual storefront that 

can drive sales conversions upward by an 

impressive 17%. 

• Examples in Retail: 

IKEA Place: Lets users visualize 

furniture in their home. 

• Sephora Virtual Artist: Allows 

customers to try makeup on virtually 

using their smartphone. 

 

Journalism and Media Dissemination 

Journalism and media are tapping into 

augmented reality entertainment industry 

technologies to convey stories in a more 

engaging and immersive manner. News 

outlets are employing VR to place viewers 

right in the middle of the story, creating a 

more profound connection and 

understanding of the events. AR brings 

static articles to life by providing interactive 

elements such as animated infographics that 

pop up from the newspaper's page. 

 

Examples in Media: 

• The New York Times VR: 

Transports readers to the center of 

news stories through immersive 

journalism. 

• Reuters: Uses AR graphics in news 

broadcasts to illustrate complex 

stories visually. 

 

Manufacturing 

In manufacturing, AR and VR are ushering 

in a new era of precision and efficiency. 

Ford, for example, uses VR in their design 

process, allowing engineers to work on 

virtual models of vehicles, tweaking designs 

in real-time without the need for costly 

physical prototypes. AR is also assisting 

workers on the factory floor with complex 

assembly processes by projecting 

instructions directly into their line of sight, 

reportedly reducing errors by up to 90%. 

 

Examples in Manufacturing: 

• Boeing: Employs AR glasses to 

display real-time information, 

helping technicians wire aircrafts 

more accurately. 

• Ford: Utilizes VR for vehicle design 

and testing, streamlining the 

development process. 

 

By, 

Peetla Mahesh, IV B.E. CSE 
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TALKING TECH: EXPLORING THE WORLD OF VOICE SHOPPING 

Did you know that by 2023, voice shopping is projected to generate over $40 billion in sales 

annually? The rise of voice technology in retail is reshaping the way we shop, offering 

convenience and efficiency like never before. 

 
Voice-activated shopping, also known as 

voice commerce, is a cutting-edge 

technology that allows consumers to make 

purchases using voice commands with the 

help of virtual assistants like Amazon's 

Alexa, Google Assistant, and Apple's Siri. 

This innovative approach to shopping is 

revolutionizing the retail industry by 

providing a hands-free and personalized 

shopping experience. 

The importance and growth of voice 

technology in retail cannot be overstated. 

With the increasing popularity of smart 

speakers and virtual assistants, more and 

more consumers are turning to voice-

activated shopping for its convenience, 

speed, and ease of use. Retailers are also 

recognizing the potential of voice 

technology to enhance customer 

engagement, drive sales, and improve 

overall shopping experiences. 

 

In this blog, we will delve into the world of 

voice-activated shopping, exploring its 

evolution, benefits, challenges, and future 

implications. Join us on a journey to 

discover how voice technology is 

transforming the retail landscape and 

shaping the way we shop in the digital 

marketing age. 

The Rise of Voice Shopping 

 
 

Evolution of voice technology in shopping 

Voice technology in shopping has undergone 

a significant evolution over the years. Initially, 

voice recognition technology was primarily 

used for basic tasks like setting reminders or 

making phone calls. However, with the advent 

of smart speakers and virtual assistants like 

Amazon's Alexa and Google Assistant, voice 

technology found its way into the retail sector. 

These voice assistants were integrated into e-

commerce platforms, allowing users to search 

for products, add items to their carts, and even 

make purchases using voice commands. 

 

The integration of voice assistants into 

shopping experiences has transformed the 

way consumers interact with brands and make 

purchases. What sets voice-activated 

shopping apart is its ability to understand 

natural language and provide personalized 

recommendations based on user preferences.  

 

 

 

 

 



17 

 

This level of customization enhances the 

overall shopping experience and fosters a 

deeper connection between consumers and 

brands. 

 

Advancements in natural language 

processing and voice recognition technology 

have played a crucial role in the evolution of 

voice shopping. These technologies have 

become more sophisticated, enabling voice 

assistants to accurately interpret complex 

commands and respond in real-time. As 

voice technology continues to improve, we 

can expect even more seamless and intuitive 

shopping experiences in the future. 

 

 

Statistics and trends in voice-activated 

shopping 

The market for voice-activated shopping is 

experiencing rapid growth, with projections 

estimating that it will generate over $40 

billion in sales annually by 2023. This 

exponential growth can be attributed to the 

increasing adoption rates of smart speakers 

and virtual assistants in households 

worldwide. Consumers are embracing voice-

activated shopping for its convenience, 

speed, and personalized recommendations. 

 

Statistics show that a significant percentage 

of consumers have already tried voice 

shopping, with many expressing satisfaction 

with the experience. Popular categories for 

voice-activated shopping include everyday 

household items, groceries, and electronics. 

As more retailers integrate voice technology 

into their platforms, we can expect to see a 

broader range of products and services 

available for purchase through voice 

commands. 

How Voice-Activated Shopping Works 

 

Voice-activated shopping relies on voice 

recognition technology, a subset of artificial 

intelligence that enables devices to 

understand and interpret human speech. This 

technology converts spoken words into text, 

processes the text to understand the meaning, 

and then carries out the desired actions. 

Voice recognition systems use algorithms to 

analyze speech patterns, accents, and context 

to accurately interpret commands. 

 

Modern voice recognition technology has 

significantly advanced in recent years, 

thanks to improvements in natural language 

processing (NLP) and machine learning 

algorithms. These advancements have made 

it possible for devices to understand a wide 

range of accents, dialects, and languages, 

leading to more accurate and seamless 

interactions between users and voice 

assistants. 

Integration of voice assistants in shopping 

experiences 

Voice assistants, such as Amazon's Alexa, 

Apple's Siri, Google Assistant, and 

Microsoft's Cortana, have been integrated 

into shopping experiences to facilitate voice-

activated shopping. These virtual assistants 

are AI-powered programs that can 

understand and respond to voice commands, 

allowing users to search for products, add 

items to their carts, place orders, and track 

deliveries using only their voice. 

 

By, 

Ms. R. Sudha, IV B.E. CSE 
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AI IN SMART HOMES: THE EVOLUTION OF HOME AUTOMATION 

 

 

AI has helped accomplish specific goals across 

various industries by streamlining processes. 

One of AI's key benefits is reducing human 

error and preventing system failures. It 

improves overall productivity and quality of 

life. Artificial intelligence plays a key role in 

creating comfortable home environments. AI in 

smart homes helps to achieve an optimal 

standard of living. Constant monitoring and 

security are standard features. People are 

adopting AI for various purposes. More people 

now have access to technology that can 

improve their daily lives. 

 
AI enables precise temperature and climate 

monitoring throughout the home. Algorithms 

and machine learning enhance productivity 

across various household tasks. Artificial 

intelligence can predict user behavior. This 

technology allows people to enjoy personalized 

entertainment experiences based on their 

preferences. AI helps to control the lighting 

appropriately depending on the time of day and 

human preferences. Artificial intelligence is 

being extended to other devices used by 

humans. Today, most routine tasks can be 

performed automatically. AI home systems are 

a cost-effective solution for general comfort 

and safety. 

Key Features of AI-Powered Home 

Automation Systems 

 

  
 

Artificial intelligence is transforming how 

people interact with their environments. 

Thanks to it, companies can automate their 

routine tasks. Companies can tailor 

automation to meet specific standards and 

achieve desired outcomes. AI is the best 

choice not only for various fields but also 

for humans. Smart homes are gaining 

popularity and delivering effective results. 

People experience greater comfort and 

enjoyment in their homes. Here is an 

example of the main characteristics of 

home automation systems: 

• Adaptability. Smart AI for home 

learns from behavior patterns. 

Artificial intelligence helps people 

streamline their daily routines. 

Energy usage adapts to household 

patterns and needs. A prime 

example is adjusting the 

temperature depending on the 

person's comfort. Artificial 

intelligence adapts and analyzes a 

person's daily habits. 

• Voice control. An integral part of 

voice control is providing practical 

voice control in the home. Users 

can control music through voice 

commands, which are processed by 

AI assistants. A person can control 

lighting, turn on movies, and use 

devices by voice. 

• Integration of devices. Integrated 

systems offer significant advantages for 

homeowners. Artificial intelligence can 

integrate several devices 

Artificial intelligence helps to achieve not 

only comfort but also safety for humans. It 

creates all the necessary capabilities for 

constant monitoring in real-time. Security 
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simultaneously to maximize human 

comfort. Often, a good example is an 

enhanced security system for the home. 

Smart locks, security cameras, and 

other devices interact. 

• Prediction. Thanks to home automation 

AI, human needs are predicted. Users 

can customize their daily routines for 

optimal results. A good example is 

turning on the coffee machine or other 

devices at a particular time. AI 

customizes settings by anticipating 

people's needs. 

• Security. Improving the level of 

security in the home is equally 

important. AI can identify suspicious 

activities and unusual patterns. It 

recognizes faces and sends data to a 

person's phone or other devices. 

Systems include motion alarms or 

automatic door closing. Homeowners 

enjoy enhanced security and comfort. 

• Resource optimization. AI in smart 

homes significantly improves energy 

efficiency and resource management. 

AI analyzes electricity and other 

systems that are not subject to constant 

use. AI can independently control the 

process of heating, ventilation, and 

energy consumption. 

 

Enhancing Home Security with AI 

 
 

is essential for peace of mind and 

wellbeing. Modern home security systems 

offer innovative solutions tailored to 

individual needs. Continuous data analysis 

and training help to control the process in 

real-time. Alerts about suspicious actions 

or movements are sent to a person's device. 

The development has helped security 

systems improve their performance and 

become more adaptive. Here is how AI 

smart home devices are changing the 

approach to home security: 

• Special cameras have built-in 

algorithms based on artificial 

intelligence. They can recognize 

the right faces and notify the owner. 

The system distinguishes between 

household members and unknown 

visitors.  

• Artificial intelligence detects 

suspicious actions and suspicious 

movements. The system alerts 

homeowners when security zones 

are breached. 

• AI-based systems activate the 

alarm system on their own. If 

necessary, security systems close 

the doors and can call the security 

service. The system focuses on 

identifying potential threats to 

home security. 

• AI home systems such as cameras 

analyze events in real-time. 

Artificial intelligence processes 

data and separates information 

from cameras and sensors. The 

system evaluates potential threats. 

• Artificial intelligence integrates 

with voice assistants to actively 

manage security systems. Voice 

commands allow for easy security 

verification and monitoring. 
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AI in Energy Management and 

Sustainability 

Artificial intelligence has many 
benefits for the home. The main ones 
are the ability to manage energy and 
sustainable development. Artificial 
intelligence helps to distribute energy 
consumption properly. The constant 
integration of technology with 
devices creates high efficiency. A 
person uses the right resources and 
can save on electricity. 

Artificial intelligence at home in the 
issue of electricity helps to reduce 
costs. People increasingly value both 
energy conservation and reliable 
power supplies. The transition to 
environmentally friendly practices is 
equally important. AI-based systems 
can plan and improve the process. 
They can set up the right distribution 
depending on a person's energy 
needs. These are the main areas of 
artificial intelligence application in 
the energy sector: 

• Artificial intelligence is 
constantly learning through 
machine learning. Analyzing 
electricity consumption allows 
for its proper distribution. AI-
based systems regulate the 
operation of various devices 
and turn them off when 
necessary. For humans, the 
issue is a sense of comfort and 
energy savings. 

• AI-based systems detect different 

types of energy. AI home 

automation helps detect 

malfunctions in appliances before 

they break down. AI-based systems 

detect inefficient operation of 

specific equipment. This helps 

ensure user safety by identifying 

potential malfunctions before they 

become dangerous. 

Energy management deserves attention for 

its financial and environmental benefits. 

Intelligent systems are essential for 

comfort, safety, and cost reduction. The 

right investment in artificial intelligence 

for a smart home is a great solution. 

Investing in smart home technology is 

cost-effective and saves both money and 

time. 

 

 

 

 

 

 

 

 

 

 

 

By, 

Ms. K. Akalya, III B. E. CSE 
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• The smart home AI agent helps 
manage energy distribution. 
Predicting a high load on 
electricity allows you to 
distribute its use properly. This 
results in lower costs and 
significant energy savings. 
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PHOTONIC PROCESSOR COULD STREAMLINE 6G WIRELESS SIGNAL 

PROCESSING 

By performing deep learning at the speed of 

light, this chip could give edge devices new 

capabilities for real-time data analysis. 

 
As more connected devices demand an 

increasing amount of bandwidth for tasks 

like teleworking and cloud computing, it 

will become extremely challenging to 

manage the finite amount of wireless 

spectrum available for all users to share. 

 

Engineers are employing artificial 

intelligence to dynamically manage the 

available wireless spectrum, with an eye 

toward reducing latency and boosting 

performance. But most AI methods for 

classifying and processing wireless signals 

are power-hungry and can’t operate in real-

time. 

Now, MIT researchers have developed a 

novel AI hardware accelerator that is 

specifically designed for wireless signal 

processing. Their optical processor 

performs machine-learning computations 

at the speed of light, classifying wireless 

signals in a matter of nanoseconds. 

The photonic chip is about 100 times faster 

than the best digital alternative, while 

converging to about 95 percent accuracy in 

signal classification. The new hardware 

accelerator is also scalable and flexible, so 

it could be used for a variety of high-

performance computing applications.  

At the same time, it is smaller, lighter, 

cheaper, and more energy-efficient than 

digital AI hardware accelerators. 

 

The device could be especially useful in 

future 6G wireless applications, such as 

cognitive radios that optimize data rates by 

adapting wireless modulation formats to the 

changing wireless environment. 

 

By enabling an edge device to perform deep-

learning computations in real-time, this new 

hardware accelerator could provide dramatic 

speedups in many applications beyond 

signal processing. For instance, it could help 

autonomous vehicles make split-second 

reactions to environmental changes or 

enable smart pacemakers to continuously 

monitor the health of a patient’s heart. 

“There are many applications that would be 

enabled by edge devices that are capable of 

analyzing wireless signals. What we’ve 

presented in our paper could open up many 

possibilities for real-time and reliable AI 

inference. This work is the beginning of 

something that could be quite impactful,” 

says Dirk Englund, a professor in the MIT 

Department of Electrical Engineering and 

Computer Science, principal investigator in 

the Quantum Photonics and Artificial 

Intelligence Group and the Research 

Laboratory of Electronics (RLE), and senior 

author of the paper. 

 

He is joined on the paper by lead author 

Ronald Davis III PhD ’24; Zaijun Chen, a 

former MIT postdoc who is now an assistant 

professor at the University of Southern 

California; and Ryan Hamerly, a visiting 

scientist at RLE and senior scientist at NTT 

Research. The research appears today in 

Science Advances. 
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Light-speed processing   

 

State-of-the-art digital AI accelerators for 

wireless signal processing convert the signal 

into an image and run it through a deep-

learning model to classify it. While this 

approach is highly accurate, the 

computationally intensive nature of deep 

neural networks makes it infeasible for many 

time-sensitive applications. 

 

Optical systems can accelerate deep neural 

networks by encoding and processing data 

using light, which is also less energy 

intensive than digital computing. But 

researchers have struggled to maximize the 

performance of general-purpose optical 

neural networks when used for signal 

processing, while ensuring the optical device 

is scalable. 

 

By developing an optical neural network 

architecture specifically for signal 

processing, which they call a multiplicative 

analog frequency transform optical neural 

network (MAFT-ONN), the researchers 

tackled that problem head-on. 

The MAFT-ONN addresses the problem of 

scalability by encoding all signal data and 

performing all machine-learning operations 

within what is known as the frequency 

domain — before the wireless signals are 

digitized. 

 

The researchers designed their optical neural 

network to perform all linear and nonlinear 

operations in-line. Both types of operations 

are required for deep learning. 

 

Thanks to this innovative design, they only 

need one MAFT-ONN device per layer for 

the entire optical neural network, as opposed 

to other methods that require one device for 

each individual computational unit, or 

“neuron.” 

“We can fit 10,000 neurons onto a single 

device and compute the necessary 

multiplications in a single shot,” Davis says.    

 

The researchers accomplish this using a 

technique called photoelectric 

multiplication, which dramatically boosts 

efficiency. It also allows them to create an 

optical neural network that can be readily 

scaled up with additional layers without 

requiring extra overhead. 

 

Results in nanoseconds 

 

MAFT-ONN takes a wireless signal as input, 

processes the signal data, and passes the 

information along for later operations the 

edge device performs. For instance, by 

classifying a signal’s modulation, MAFT-

ONN would enable a device to automatically 

infer the type of signal to extract the data it 

carries. 

 

One of the biggest challenges the researchers 

faced when designing MAFT-ONN was 

determining how to map the machine-

learning computations to the optical 

hardware. 

 

“We couldn’t just take a normal machine-

learning framework off the shelf and use it. 

We had to customize it to fit the hardware 

and figure out how to exploit the physics so 

it would perform the computations we 

wanted it to,” Davis says. 

 

When they tested their architecture on signal 

classification in simulations, the optical 

neural network achieved 85 percent accuracy 

in a single shot, which can quickly converge 

to more than 99 percent accuracy using 

multiple measurements.  MAFT-ONN only 

required about 120 nanoseconds to perform 

entire process. 
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The deep neural network models that power 

today’s most demanding machine-learning 

applications have grown so large and 

complex that they are pushing the limits of 

traditional electronic computing hardware. 

 

Photonic hardware, which can perform 

machine-learning computations with light, 

offers a faster and more energy-efficient 

alternative. However, there are some types of 

neural network computations that a photonic 

device can’t perform, requiring the use of 

off-chip electronics or other techniques that 

hamper speed and efficiency. 

 

Building on a decade of research, scientists 

from MIT and elsewhere have developed a 

new photonic chip that overcomes these 

roadblocks. They demonstrated a fully 

integrated photonic processor that can 

perform all the key computations of a deep 

neural network optically on the chip. 

 

The optical device was able to complete the 

key computations for a machine-learning 

classification task in less than half a 

nanosecond while achieving more than 92 

percent accuracy — performance that is on 

par with traditional hardware. 

 

The chip, composed of interconnected 

modules that form an optical neural network, 

is fabricated using commercial foundry 

processes, which could enable the scaling of 

the technology and its integration into 

electronics. 

 

In the long run, the photonic processor could 

lead to faster and more energy-efficient deep 

learning for computationally demanding 

applications like lidar, scientific research in 

astronomy and particle physics, or high-

speed telecommunications. 

 

Machine learning with light 

 

Deep neural networks are composed of many 

interconnected layers of nodes, or neurons, 

that operate on input data to produce an 

output. One key operation in a deep neural 

network involves the use of linear algebra to 

perform matrix multiplication, which 

transforms data as it is passed from layer to 

layer. 

 

 

 

 

 

By, 

Ms. V. Manjusri, III B.E. CSE 

 

 

 

 

 

 

 

 

 

 



25 

 

MACHINE-LEARNING SYSTEM BASED ON LIGHT COULD YIELD MORE 

POWERFUL, EFFICIENT LARGE LANGUAGE MODELS 

ChatGPT has made headlines around the 

world with its ability to write essays, email, 

and computer code based on a few prompts 

from a user. Now an MIT-led team reports a 

system that could lead to machine-learning 

programs several orders of magnitude more 

powerful than the one behind ChatGPT. The 

system they developed could also use several 

orders of magnitude less energy than the state-

of-the-art supercomputers behind the 

machine-learning models of today. 

 
A drumbeat of progress 

 

The current work is the latest achievement in 

a drumbeat of progress over the last few years 

by Englund and many of the same colleagues. 

For example, in 2019 an Englund team 

reported the theoretical work that led to the 

current demonstration. The first author of that 

paper, Ryan Hamerly, now of RLE and NTT 

Research Inc., is also an author of the current 

paper. 

 

 

Additional coauthors of the current Nature 

Photonics paper are Alexander Sludds, 

Ronald Davis, Ian Christen, Liane Bernstein, 

and Lamia Ateshian, all of RLE; and Tobias 

Heuser, Niels Heermeier, James A. Lott, and 

Stephan Reitzensttein of Technische 

Universitat Berlin. 

Deep neural networks (DNNs) like the one 

behind ChatGPT are based on huge 

machine-learning models that simulate how 

the brain processes information. However, 

the digital technologies behind today’s 

DNNs are reaching their limits even as the 

field of machine learning is growing. 

Further, they require huge amounts of 

energy and are largely confined to large data 

centers. That is motivating the development 

of new computing paradigms. 

Using light rather than electrons to run DNN 

computations has the potential to break 

through the current bottlenecks. 

Computations using optics, for example, 

have the potential to use far less energy than 

those based on electronics. Further, with 

optics, “you can have much larger 

bandwidths,” or compute densities, says 

Chen. Light can transfer much more 

information over a much smaller area. 

 

But current optical neural networks (ONNs) 

have significant challenges. For example, 

they use a great deal of energy because they 

are inefficient at converting incoming data 

based on electrical energy into light. 

Further, the components involved are bulky 

and take up significant space. And while 

ONNs are quite good at linear calculations 

like adding, they are not great at nonlinear 

calculations like multiplication and “if” 

statements. 

In the current work the researchers 

introduce a compact architecture that, for 

the first time, solves all of these challenges 

and two more simultaneously. That 

architecture is based on state-of-the-art 

arrays of vertical surface-emitting lasers 

(VCSELs), a relatively new technology 

used in applications including lidar remote 

sensing and laser printing. 
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Core Concepts 

 

Photonic Circuits and Components: 

At the heart of light-based ML systems are 

photonic circuits made from materials like 

silicon photonics or other optical media. 

These circuits use components such as 

waveguides, modulators, interferometers, 

and photodetectors to control, modulate, and 

detect light signals that encode data and 

perform mathematical operations essential 

for neural network inference and training. 

 

Parallelism and Speed: 

Light can naturally carry multiple 

wavelengths simultaneously (wavelength-

division multiplexing), enabling massive 

parallel processing capabilities. This inherent 

parallelism offers potentially enormous 

improvements in speed compared to 

sequential electronic processing, especially 

when handling the vast matrix 

multiplications typical in neural networks. 

 

Energy Efficiency: 

Because photons do not suffer from resistive 

losses like electrons in wires, photonic 

processors can drastically reduce the energy 

consumption required for computation. This 

makes them especially attractive for large-

scale models that require enormous 

computational resources and energy, such as 

state-of-the-art large language models. 

 

Integration with Existing Architectures: 

Photonic systems can be integrated with 

electronic processors, forming hybrid 

architectures that use light for the most 

computationally intensive operations while 

relying on electronics for memory and 

control logic. This synergy aims to overcome 

current bottlenecks in AI hardware scaling. 

Impact on Large Language Models 

Large language models like GPT, BERT, and 

their successors rely heavily on matrix 

operations and data throughput. The 

computational demand for training and 

running these models grows exponentially 

with model size, resulting in: 

 

• Increased energy consumption 

 

• Longer training times 

 

• High costs of hardware infrastructure 

 

By utilizing light-based machine learning 

systems, it becomes possible to: 

 

Accelerate matrix computations by orders of 

magnitude due to parallel optical processing. 

 

Reduce thermal constraints and energy 

usage, making it feasible to scale models 

without proportional increases in power 

consumption. 

 

Enable new hardware paradigms that can 

keep up with the increasing complexity and 

size of LLMs, potentially democratizing 

access to advanced AI technologies. 

 

In essence, light-based machine learning 

technology promises a transformative shift, 

enabling the next generation of AI models to 

be both more powerful and sustainable by 

harnessing the speed and efficiency of light 

rather than electricity. 

 

 

By, 

Ms. G. Durga Devi, II B.E. CSE 
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NEW SECURITY PROTOCOL SHIELDS DATA FROM ATTACKERS DURING 

CLOUD-BASED COMPUTATION 

The technique leverages quantum properties of 

light to guarantee security while preserving the 

accuracy of a deep-learning model. 

 

 

 
 

 

Deep-learning models are being used in many 

fields, from health care diagnostics to financial 

forecasting. However, these models are so 

computationally intensive that they require the 

use of powerful cloud-based servers. 

 

This reliance on cloud computing poses 

significant security risks, particularly in areas 

like health care, where hospitals may be 

hesitant to use AI tools to analyze confidential 

patient data due to privacy concerns. 

 

To tackle this pressing issue, MIT researchers 

have developed a security protocol that 

leverages the quantum properties of light to 

guarantee that data sent to and from a cloud 

server remain secure during deep-learning 

computations. 

 

By encoding data into the laser light used in 

fiber optic communications systems, the 

protocol exploits the fundamental principles of 

quantum mechanics, making it impossible for 

attackers to copy or intercept the information 

without detection. 

 

 

Moreover, the technique guarantees 

security without compromising the 

accuracy of the deep-learning models. In 

tests, the researcher demonstrated that 

their protocol could maintain 96 percent 

accuracy while ensuring robust security 

measures. 

 

“Deep learning models like GPT-4 have 

unprecedented capabilities but require 

massive computational resources. Our 

protocol enables users to harness these 

powerful models without compromising 

the privacy of their data or the proprietary 

nature of the models themselves,” says 

Kfir Sulimany, an MIT postdoc in the 

Research Laboratory for Electronics 

(RLE) and lead author of a paper on this 

security protocol. 

 

Sulimany is joined on the paper by Sri 

Krishna Vadlamani, an MIT postdoc; 

Ryan Hamerly, a former postdoc now at 

NTT Research, Inc.; Prahlad Iyengar, an 

electrical engineering and computer 

science (EECS) graduate student; and 

senior author Dirk Englund, a professor in 

EECS, principal investigator of the 

Quantum Photonics and Artificial 

Intelligence Group and of RLE. The 

research was recently presented at Annual 

Conference on Quantum Cryptography. 

 

 

A two-way street for security in deep 

learning 

 

The cloud-based computation scenario the 

researchers focused on involves two 

parties — a client that has confidential 

data, like medical images, and a central 

server that controls a deep learning model. 

The client wants to use the deep-learning model 

to make a prediction, such as whether a patient 

Once the client feeds the first result into 

the next layer, the protocol is designed to 
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has cancer based on medical images, without 

revealing information about the patient. 

 

In this scenario, sensitive data must be sent to 

generate a prediction. However, during the 

process the patient data must remain secure. 

 

Also, the server does not want to reveal any 

parts of the proprietary model that a company 

like OpenAI spent years and millions of dollars 

building. 

 

“Both parties have something they want to 

hide,” adds Vadlamani. 

 

In digital computation, a bad actor could easily 

copy the data sent from the server or the client. 

 

Quantum information, on the other hand, 

cannot be perfectly copied. The researchers 

leverage this property, known as the no-cloning 

principle, in their security protocol. 

For the researchers’ protocol, the server 

encodes the weights of a deep neural network 

into an optical field using laser light. 

 

A neural network is a deep-learning model that 

consists of layers of interconnected nodes, or 

neurons, that perform computation on data. The 

weights are the components of the model that 

do the mathematical operations on each input, 

one layer at a time. The output of one layer is 

fed into the next layer until the final layer 

generates a prediction. 

 

The server transmits the network’s weights to 

the client, which implements operations to get 

a result based on their private data. The data 

remain shielded from the server. 

 

At the same time, the security protocol allows 

the client to measure only one result, and it 

prevents the client from copying the weights 

because of the quantum nature of light. 

cancel out the first layer so the client can’t 

learn anything else about the model. 

 

“Instead of measuring all the incoming 

light from the server, the client only 

measures the light that is necessary to run 

the deep neural network and feed the result 

into the next layer. Then the client sends 

the residual light back to the server for 

security checks,” Sulimany explains. 

 

Due to the no-cloning theorem, the client 

unavoidably applies tiny errors to the 

model while measuring its result. When 

the server receives the residual light from 

the client, the server can measure these 

errors to determine if any information was 

leaked. Importantly, this residual light is 

proven to not reveal the client data. 

 

A practical protocol 

 

Modern telecommunications equipment 

typically relies on optical fibers to transfer 

information because of the need to support 

massive bandwidth over long distances. 

Because this equipment already 

incorporates optical lasers, the researchers 

can encode data into light for their security 

protocol without any special hardware. 

 

When they tested their approach, the 

researchers found that it could guarantee 

security for server and client while 

enabling the deep neural network to 

achieve 96 percent accuracy. 

 

The tiny bit of information about the 

model that leaks when the client performs 

operations amounts to less than 10 percent 

of what an adversary would need to 

recover any hidden information. Working 

in the other direction, a malicious server 

could only obtain about 1 percent of the  

Information it would need to steal the client’s 

data. 

“You can be guaranteed that it is secure in both 

ways — from the client to the server and from 

the server to the client,” Sulimany says. 

accuracy while ensuring robust security 

measures. 

 

“Deep learning models like GPT-4 have 

unprecedented capabilities but require  
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“A few years ago, when we developed our 

demonstration of distributed machine learning 

inference between MIT’s main campus and 

MIT Lincoln Laboratory, it dawned on me that 

we could do something entirely new to provide 

physical-layer security, building on years of 

quantum cryptography work that had also been 

shown on that testbed,” says Englund. 

“However, there were many deep theoretical 

challenges that had to be overcome to see if this 

prospect of privacy-guaranteed distributed 

machine learning could be realized. This didn’t 

become possible until Kfir joined our team, as 

Kfir uniquely understood the experimental as 

well as theory components to develop the 

unified framework underpinning this work.” 

In the future, the researchers want to study how 

this protocol could be applied to a technique 

called federated learning, where multiple 

parties use their data to train a central deep-

learning model. It could also be used in 

quantum operations, rather than the classical 

operations they studied for this work, which 

could provide advantages in both accuracy and 

security. 

 

“This work combines in a clever and intriguing 

way techniques drawing from fields that do not 

usually meet, in particular, deep learning and 

quantum key distribution. By using methods 

from the latter, it adds a security layer to the 

former, while also allowing for what appears to 

be a realistic implementation. This can be 

interesting for preserving privacy in distributed 

architectures. I am looking forward to seeing 

how the protocol behaves under experimental 

imperfections and its practical realization,” 

says Eleni Diamanti, a CNRS research director 

at Sorbonne University in Paris, who was not 

involved with this work. 

 

 

 

 

 

 

 

 

 

massive computational resources. Our 

protocol enables users to harness these 

powerful models without compromising 

the privacy of their data or the proprietary 

nature of the models themselves,” says 

Kfir Sulimany, an MIT postdoc in the 

Research Laboratory for Electronics 

(RLE) and lead author of a paper on this 

security protocol. 

 

Sulimany is joined on the paper by Sri 

Krishna Vadlamani, an MIT postdoc; 

Ryan Hamerly, a former postdoc now at 

NTT Research, Inc.; Prahlad Iyengar, an 

electrical engineering and computer 

science (EECS) graduate student; and 

senior author Dirk Englund, a professor in 

EECS, principal investigator of the 

Quantum Photonics and Artificial 

Intelligence Group and of RLE. The 

research was recently presented at Annual 

Conference on Quantum 

Cryptography.This work was supported, 

in part, by the Israeli Council for Higher 

Education and the Zuckerman STEM 

Leadership Program. 

 
 

 

 

By, 

Mr. S. Nithish Kumar, III B.E. CSE 



30 

 

CLOUD AND EDGE COMPUTING: THE FUTURE OF DATA PROCESSING 

In today’s fast-paced digital landscape, 

businesses are constantly seeking ways to 

manage, analyze, and process data more 

efficiently. With the exponential growth of 

data generated from various sources, 

traditional computing methods are struggling 

to keep pace with the demand for faster 

processing and real-time insights. 

 
Cloud computing and edge computing have 

emerged as pivotal technologies, each offering 

unique advantages in addressing these 

challenges. Cloud computing provides 

centralized, scalable solutions, enabling 

businesses to store and process large volumes 

of data without the need for significant on-

premises infrastructure. On the other hand, 

edge computing decentralizes data processing 

by bringing computation closer to the data 

source, reducing latency and improving 

response times. 

Their integration marks a significant step 

forward in the evolution of digital 

infrastructure, blending the strengths of 

centralized and decentralized data processing. 

This hybrid approach enables organizations to 

leverage the flexibility, scalability, and power 

of the cloud while also benefiting from the 

speed and efficiency of edge computing. 

 

As more industries embrace this synergy, it is 

crucial to understand how these technologies 

complement each other and drive innovation in 

data management, analytics, and overall 

business performance. 

Understanding the Fundamentals 

 

What is Cloud Computing? 

Cloud computing refers to the delivery of 

computing services—such as servers, 

storage, databases, networking, and 

software—over the internet (“the cloud”). 

Cloud computing centralizes resources and 

services, offering unparalleled scalability 

and cost efficiency. This technology 

enables businesses to access scalable and 

flexible resources on demand, eliminating 

the need for on-premises infrastructure. 

Companies can reduce costs, improve 

agility, and focus on innovation rather than 

managing hardware. 

 

What is Edge Computing? 

Edge computing, on the other hand, 

decentralizes data processing by bringing it 

closer to the source of data generation—at 

the edge of the network. This reduces 

latency, enhances real-time decision-

making, and minimizes bandwidth usage. 

Edge computing is particularly beneficial 

in scenarios where immediate responses 

are critical, such as autonomous vehicles, 

industrial automation, and IoT 

applications. 

 

The Power of Integration: Cloud Meets 

Edge 

While cloud computing excels in 

centralized processing and storage, edge 

computing is optimized for localized, real-

time processing. The integration of these 

technologies enables organizations to 

balance the strengths of both approaches, 

creating a unified ecosystem, and 

overcoming the limitations of standalone 

architectures. By utilizing the cloud’s vast 

computational power alongside edge 

computing’s localized efficiency, 

organizations can achieve: 

 

 

Enhanced Efficiency 
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Data is processed at the edge for immediate 

needs while non-urgent data is sent to the cloud 

for further analysis and storage. 

 

Scalability and Flexibility 

The cloud provides virtually unlimited 

resources, while edge devices handle localized 

processing, enabling businesses to scale 

operations without compromising 

performance. 

 

Cost Optimization 

By processing data at the edge, organizations 

can reduce bandwidth costs and cloud storage 

expenses. 

 

Improved Reliability 

In cases of network disruptions, edge devices 

can operate independently, ensuring continuity 

of critical functions. 

Practical Applications Across Industries 

Smart Cities 

Edge devices collect and process data locally 

for applications like traffic management and 

public safety, while the cloud offers 

centralized monitoring and advanced 

analytics. 

 

Healthcare 

From wearable health monitors to 

telemedicine platforms, edge-cloud integration 

ensures real-time patient care with secure data 

storage. Hence the real-time patient 

monitoring systems process critical data 

locally for immediate action while storing 

comprehensive records in the cloud for long-

term analysis. 

 

Retail 

Edge computing powers personalized in-store 

experiences, while the cloud facilitates 

inventory management and predictive 

analytics. Smart shelves and IoT-enabled 

systems at the edge provide instant inventory  

 

updates, with broader trends analyzed in 

the cloud. 

 

Manufacturing 

Smart factories leverage edge computing 

for real-time equipment monitoring and 

rely on cloud-based AI for predictive 

maintenance. Edge-enabled industrial IoT 

devices detect anomalies in machinery and 

trigger immediate actions, while the cloud 

is used to analyze production trends and 

optimize workflows. 

 

Autonomous Vehicles 

Edge computing ensures split-second 

decision-making for vehicle navigation, 

while cloud systems support map updates 

and machine learning improvements. 

 

Why Softobiz? 

At Softobiz, we understand that the 

integration of cloud and edge computing 

comes with its own set of challenges, 

including data security, interoperability, 

and cost management. Our expertise 

ensures that businesses can navigate these 

complexities with ease, offering: 

 

Robust Security Solutions 

We implement advanced encryption, 

continuous monitoring, and comprehensive 

security protocols to protect your data 

across distributed cloud and edge 

environments. 

 

Seamless Interoperability 

Our team specializes in creating solutions 

that ensure seamless integration between 

edge devices and cloud platforms, enabling 

smooth data flow and reducing system 

friction. 

Cost-Effective, Scalable Solutions 

We work closely with your team to develop 

optimized infrastructure that balances 

cloud and edge investments, ensuring  

 

Cost-efficiency without compromising 

performance or scalability. 

 

Cost Management 

Balancing investments in cloud and edge 

infrastructure can be complex. 
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By partnering with Softobiz, businesses can 

confidently leverage the combined power of 

cloud and edge computing, driving innovation, 

enhancing operational efficiency, and staying 

competitive in the ever-evolving digital 

landscape. 

 

Embracing the Future 

By embracing the complementary strengths of 

cloud and edge computing, businesses can 

create a robust, flexible, and future-ready data 

ecosystem—one that adapts to the dynamic 

demands of modern technology and customer 

expectations. 

 

The integration of cloud and edge computing 

is not just a trend—it’s shaping the future of 

business operations. As companies adopt 

hybrid models, they can harness the scalability 

of the cloud alongside the real-time 

capabilities of edge computing. This synergy 

unlocks new efficiencies, drives innovation, 

and keeps businesses competitive in an 

increasingly data-driven world. By leveraging 

the complementary strengths of both 

technologies, organizations can build flexible, 

future-ready data ecosystems that adapt to 

evolving technology and customer demands. 

 

Challenges and Considerations 

While the integration of cloud and edge 

computing offers immense benefits, it’s not 

without challenges: 

 

Security 

Ensuring data security across distributed 

systems requires robust encryption and 

monitoring. 

 

Interoperability 

Seamless integration between edge devices 

and cloud platforms demands standardization 

and compatibility. 
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